POCCUIICKA S ®EJIEPALTIS

HNPKYTCKASA OBJIACTb
roroJ YCTh-WINMCK

.
YIIPABJIEHUE OBPA30BAHUA A IMUHUCTPALIUA
I'OPOJA YCTHh-WINMCKA

IIPUKA3

or 19.11.2018r Ne 691

O pa3merneHnn Ha O(pUIHATBHBIX caliTax
00pa30BaTEeNbHBIX YUPEIKACHUH
nHpopManuu o0 6€30MaCHOM MOBEICHUH U
ucronp30Banuu cetu «MHTepHeT»

B cootBercTBUM ¢ nucbMoM MuHHcTepcTBa 00pa3oBaHus U Hayku Poccuiickoit denepanuu ot
14.05.2018r. Ne 08-1184 «O wHanpaBneHud HHPOpPMALMK» BMECTE C  METOJAUYECKUMU
PEKOMEHAALUAMHI O Pa3MEIIeHUU Ha MH(POPMALMOHHBIX CTeHJaX, O(QUIIMATBHBIX UHTEPHET-CalTax U
Ipyrux  WH)OPMAIMOHHBIX  pecypcax  o0meoOpa3oBaTeNbHBIX  OpPraHM3allidi W OPraHoB,
OCYILLIECTBISIONIMX yIlpaBieHue B chepe oOpa3oBaHus, MHPOPMALUU O OE30MACHOM MOBEICHUM U
ucnosb3oBaHun cetu «MHTEpHET», pyKoBoiCTBYsCH [lonoxenuem o0 VYmpamieHun oOpa3oBaHUS
AnmMuHucTpauuu ropoga Y crb-Mnumcka, yrBepxxaeHHbIM perienueM ['opoackoit Jlymel ropoja ¥ erb-
Nnmmcka ot 22.06.201 1. Ne28/180 (B pemakuuu ot 31.10.2013r. Ne61/420),-

IMPUKA3BIBAIO:

1. PykoBoauTenssM o0pa30BaTEeNbHBIX YUPEXKICHHA:

1) co3math Ha OQUIMANBHBIX CalHTaX 0Opa30BATENBHBIX YYPEKICHUH CAMOCTOSTEIBHBIA U
CelMaIM3upOBaHHbIi pa3nen «HdopMaioHHas 0e30MacHOCTb» U O00ECHeYuTh €ro HaroJIHEHHe
nH(popMaleil B COOTBETCTBUHU ¢ TpuiioxkeHneM Ne 1;

2) pasmectuth  paznen  «MHpopManmoHHas ~ 0€30MacCHOCTH» Ha  TJIaBHOM  CTpaHUIE
ouIMATBHOTO caiiTa BHE paMOK pazjena «CBeneHust 00 o0pa3oBaTeIbHON OpraHU3aIun»;

3) YTBepauTh:

MH(pOPMaLMOHHYIO aMATKY 1715 oOyuatonuxcst (I[Ipunoxxenne Ne 2);

namsTKy s poautesneit 06 napopmannonHoit 6e3onacHoctH aeteit (IIpunosxenue Ne 3).

2. KoHTposib 3a WCHOJHEHHEM HACTOSIIEro IpHKa3a BO3JIOXKUTh Ha Edpemenko H.A.,
nupekropa MKY «IPO».

HavanbHuk YnpasieHus JI.A. IIponunna



COI'JTACOBAHO: NCIIOJIHUTEJIb:

Hopwmsl, conepxaliye KOppyniuoreHHbIe Benymmui uHxkeHep-nporpaMMHUCT
(haKTOpBI OTCYTCTBYIOT H.M. Cuuryp
Benymmii 10puCKOHCYIIBT «_» 2018r.
N.P. 3apunona
« » 2018r.
O3nakomieHa:
H.A. Eppemenko
« » 2018 rox
Paccpuika:
1 - neno;

1 — Bce MOABEIOMCTBEHHBIE YUPEIKICHUS
1 — Kamounukosa T.H.



[Tpunoxenue Ne 1 k nmpukazy
VYnpasieHnus: 00pa3oBaHUs
AJIMUHUCTpAILMKU TOpoaa
VYcrp-UnmMcka

oT «19» 11.2018r. Ne 691

Hanonnenune cnienmanusupoBanHoro paszena "MupopmannonHas 6e30MacHOCTb:

Paznen/moapasnen dopmar Conep:kanue maTepuajioB
NMpeACTABJICHUSA
MaTepHAJIOB
JloxanbHbie HOpMaTuBHBIE | Komuu Pa3merarorcst Konuu TOKyMEHTOB, T.€.

aKThl B chepe
obecrieueHus
nH(pOpMaITMOHHOM
0e30MmacHOCTH
o0y4aromuxcs

JIOKyMEHTOB B
¢dopmare *PDF

CKaHUPOBAHHBIM BapHAHT IOKYMEHTA,
COOTBETCTBYIOIIUN TPeOOBaHUAM K
napameTpam CKaHupoBaHus. PasMernarorcs
JOKYMEHTBI, PETJIaMEHTHPYIOLIHE
OpraHu3aIuio ¥ paboTy ¢ IEPCOHATBHBIMU
JTAHHBIMH, TUTAHBI MEPOTIPUSATHIA TIO
obecrnieueHnI0 HHHOPMAITMOHHOM
0€30MacHOCTH 00Y4AIOIIUXCS U JIPYTHE.

HopmatusHoe
peryiaupoBaHue

Konuu
JIOKyMEHTOB B
dbopmare *PDF

[TyOnuKyrOTCS aKTya bHBIE CBEICHUS O
(denepalibHBIX M PETHOHAIBHBIX 3aKOHAX,
HHChMaX OPTaHOB BJIACTH U JIPYrHe
HOPMAaTUBHO-IIPABOBBLIC JOKYMCHTHI,
periaaMeHTHPYIOIUe 00eceYeHIEe
MH(POPMALIMOHHON 0€30MaCHOCTH
HECOBEPIICHHOJECTHHX. J[omycKaeTcss BMECTO
KOITHH pasMeliaTh TUIEPCCBUIKKU Ha
COOTBETCTBYIOIIHE JJOKYMEHTHI Ha caiiTax
OPraHOB TOCYJAPCTBEHHOMN BIIACTH.

[Tegarornyeckum
paboTHUKaM

TekcT Ha
CTpaHHULE canTa

Konnu
JIOKYMEHTOB B
¢dopmare *PDF

Pasmeniarorcs MeToAMYECKUE PEKOMEHJAUU
U yKa3bIBaeTcs HH(OpMaINs O MEPOTIPUSATHUSX,
IIPOEKTaX U NPOrpaMMax, HaIPaBJICHHBIX Ha
MOBBILIEHHE HH(POPMALIMOHHOW IPaMOTHOCTH
Me1aroryeckuX pabOTHUKOB.

OO6yyarormmmcest

TekcT Ha
CTpaHULE canTa

Pa3mermaeTcst nHpopMaloHHast namsTka
(mpunoxenue Ne 2) 1 yka3bIBaeTcst
uHpOpMaLUs 0 MEPONPUATHSIX, TPOEKTaX U
IIporpaMMax, HallpaBJIEHHbIX Ha MOBBIIIEHNE
UH(POPMALIMOHHOM IPaMOTHOCTH
00yJaronmxcs.

Poaurensm (3aKOHHBIM
MIPEICTABUTEISIM)
o0yJarmuxcs

Tekct Ha
CTpaHHIE canTa

Pa3meraercst uH(GOpMAIIOHHAS TAMSTKA
(mpurnoxenue Ne 3).

Jlerckue Ge3omacHbIC
CallThI

TekcT Ha
CTpaHHUIIE canTa

Pa3smemaercst uHpopmanus 0 peKOMeHIyeMbIX
K UCTOJIb30BAHUIO B Y4eOHOM Mpoliecce
Oe3omacHbIX caiiTax, OaHHEepbl O€30MaCHBIX
JETCKHUX CalTOB.




[Tpunoxenne Ne 2 k mpukaszy
VYnpasienus 00pa3oBaHUs
AJIMUHUCTpAILMKU TOpoaa
VYcrp-UnmMcka

oT «19» 11.2018r. Ne 691

WNudopmanronHas naMarka it 00yJaromuxcs

C Kax/1bIM I'0ZIOM MOJIOAICKH B UHTEPHETE CTAHOBUTHCS OOJIbILE, a MIKOJIBHUKH OJIHU U3 CaMBbIX
aKTUBHBIX IIOJIb30BaTened PyHera. Mexay TeM, IOMHUMO OrPOMHOIO KOJMYECTBA BO3MOYKHOCTEH,
MHTEPHET HeceT U NMpo0iieMbl. DTa namsTKa JOJDKHA IOMOYb TeOe 0€30M1acCHO HaXOAUThCS B CETH.

KomnbrotrepHbsie BUPYCHI

KomnploTepHslil BUpYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOrpaMM, OTJIWYUTEIBLHOU
0COOEHHOCTBIO KOTOPOH SABISETCA CIIOCOOHOCTh K Pa3MHOXKEHHIO. B JomosiHeHne K 3TOMy, BUPYChI
MOTYT MOBPEIUTh WM IIOJHOCTBIO YHHMUYTOXUTh Bce (Qaillibl U JaHHbIE, IOAKOHTPOJIbHBIE
[I0JIb30BATENI0, OT UMEHH KOTOPOIo OblIa 3alylleHa 3apaXXeHHask IPOorpaMMa, a TakXKe MOBPEAUTh WU
Ja’ke YHUYTOXXKUTH OTEPALMOHHYIO CHCTEMY CO BceMH (aitamu B 1eioM. B OoNbIIMHCTBE CiydaeB
PacpoCTPaHAIOTCA BUPYCHI UEPE3 UHTEPHET.

MeTobl 3a1UTHl OT BPEAOHOCHBIX MPOrPaMM:

1. Ucnonb3yit cOBpeMEHHbIE ONIEPallOHHbIE CUCTEMbI, UMEIOIINE CEPbE3HBIM YPOBEHD 3aLIUThHI
OT BPEJOHOCHBIX IPOTrPaMM;

2. IlocrosHHO ycTaHaBiuBail mnadyTu (UU(POBBIE 3aIUIATKH, KOTOpPBIE ABTOMAaTHYECKU
YCTaHABJIMBAIOTCS C LEJIbIO JIOPAOOTKU MPOrpamMMbl) U JIpyrne OOHOBIIEHUS CBOEH OIepariMoOHHON
cucrembl. CkaunBail X TOJBKO C opuuuanbHOro caita padpadorunka OC. Ecnu cymiecTByeT pexum
aBTOMaTHYECKOI'0 OOHOBJICHUSI, BKIIIOUH €r0;

3. Paboraii Ha cBoeM KOMIIBIOTEpPE MO IIPaBaMH ITOJIb30BATENS, @ HE a]MHHUCTpATOpa. DTO HE
MO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTPaMM HMHCTAIIIMPOBATHCS HAa TBOEM IE€PCOHATBLHOM
KOMIIBIOTEPE;

4. HWcnonp3yli aHTUBHUPYCHBIE IPOTPAMMHBIE NPOAYKTHI M3BECTHBIX IPOM3BOAMTENEH, C
aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpannyb (pu3HYeCcKUid JOCTYH K KOMIIBIOTEPY [Tl TOCTOPOHHUX JIMIL;

6. Wcnonp3yil BHeWIHWE HOCUTENM HMH(OpMalMH, Takue Kak (ruemka, TUCK Wik (ain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbIBail KOMIbIOTEPHBIE (haiiiIbl, TOJYYEHHbIE U3 HEHAJEKHBIX UCTOYHHUKOB. Jlaxe Te
¢ailnpl, KOTOpPbIE MpHCIa TBOM 3HAKOMBIN. JIyuIlle yTouHU y HEro, OTHPABJIsUI JIU OH TeOe HX.

Cern WI-FI

Wi-Fi - 3T0 He B mepefayu JaHHBIX, HE TEXHOJOTHS, a BCEro JIUIIL OpeHa, mapka. Emie B
1991 romy HupaepnaHiackas KommaHus 3apeructpupoBana Openn "WECA", uto o6o3Haudano
cnoBocoueranue "Wireless Fidelity", koTopslii mepeBoAUTCS Kak "OeCIpOBOIHAS TOYHOCTD' .

Jlo Haiero BpeMeHHu Jolia JIpyras abOpeBuarypa, KoTopas SBJISIETCS TaKOW K€ TEXHOJIOTUEH.
Orto abbpeBuatypa "Wi-Fi". Takoe HazBaHue ObLIO JaHO C HAMEKOM Ha CTaHAAPT BBICUIEH 3BYKOBOM
texuuku Hi-Fi, uro B mepeBosie 03Ha4yaeT "BbICOKasi TOYHOCTH'.

Jla, OecrmaTHBIH HMHTEPHET-IOCTYH B Kade, OTeNsiX U a’pornopTax SBISETCS OTIMYHOMN
BO3MOXKHOCTBIO BBIXOJa B MHTEpHET. HO MHOTME SKCHepThl CYMTAIOT, 4TO obOmienoctymnubie Wi-Fi
CEeTH He SBJISIOTCS O€30MaCHBIMH.

CoBertsl 10 Oe30macHOCTH paboThI B 00mIe0CTYIHBIX ceTsix Wi-fi:

1. He nmepenaBaii cBoro nmuunyro uHbopmaruio depe3 obmienoctynasie Wi-Fi cetn. Paboras B
HUX, J)K€JIaTeJIbHO HEe BBOJIUTH MAapOJIH JOCTYIA, JOTMHbI U KaKue-TO HOMepa,;

2. Ucnonp3yit M OOHOBISANH aHTHUBUPYCHBIE NporpaMMmbl U Opanamayep. TeM cambIM Tbl
obe3omnacuilb cesi OT 3aKaYKH BUpPYyCa HAa TBOE YCTPOHCTBO;



3. Ilpu ucnonwszoBannu Wi-Fi otkmoun ¢yskiuio "O0mumii qoctyn K daiaam u npuHTepam'.
JlanHast QyHKIUS 3aKpbITa MO YMOJYAaHHUIO, OJHAKO HEKOTOPHIE IOJIb30BATENIN aKTHBHPYIOT €€ IS
yn00CTBa UCIIOIB30BaHMS B paboTe i yueoe;

4. He ucnonp3yii nyoamunsiii WI-FI 1t mepeaun TUYHBIX JaHHBIX, HATPUMEP 7S BBIXOJa B
COLIMAJIbHBIE CETH WJIU B 3JIEKTPOHHYIO TOYTY;

5. Ucnonw3yit Tonpko 3amuiieHHoe coequHenune yepe3 HTTPS, a ue HTTP, 1.e. mpu Habope
BeO-aapeca BBoau uMeHHO "https://";

6. B moOmnsHOM Tenedone otkmoun ¢yakiuio "[loaxmrouenue k Wi-Fi apromatuuecku". He
JOMyCKall aBTOMaTHYECKOTO MOIKIIIOUEHHUS YCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacusi.

CouuanbHbIe CETH

ConuanbHble CeTH aKTUBHO BXOJST B HAIly >KU3Hb, MHOTHE JIIOAM PabOTalOT U KUBYT TaM
moctosinHo, a B Facebook yxe 3aperucTpupoBaH MUUTHAP/A YEIOBEK, UTO SIBISICTCS OJHOW CEIbMOMA
BCEX KHUTeJel miuaHeTbl. MHOTue Moyib30BaTen HE MOHUMAIOT, 4TO MH(OpMaLKs, pa3MelieHHass UMU
B COLIMAIBHBIX CETAX, MOXET ObITb HalJeHa W HCIOJb30BaHA KEM YrOJHO, B TOM YHCIE HE
00s13aTebHO ¢ OJ1aruMKu HAMEPEHUSIMH.

OCHOBHBIE COBETHI 110 0€30MMACHOCTH B COIIMAIIBHBIX CETSIX:

1. Orpanuyp crucok Apy3eil. Y Tebst B Ipy3bsiX HE NOJKHO OBITH CIYYalHBIX U HE3HAKOMBIX
JTIOJICH;

2. 3amminail cBOIO YacTHYIO >kM3Hb. He ykaswiBaii mapounu, TenedoHsl, aapeca, JaTy TBOETO
POXICHUS H JPYTYIO0 JHYHYIO HHQOPMAIHMIO. 3JIOYMBIIUICHHUKA MOTYT HCIIOJIb30BAaTh Jaxke
MH(OPMALIHIO O TOM, KaK Thl U TBOM POJIUTENHN TUTAHUPYETE MPOBECTH KAaHUKYJIbI,

3. 3amuminail CBOIO pemyTaluio - ACP>KU €€ B YUCTOTE M 3ajJaBail cede BOMPOC: XOTe Obl ThI,
4TOOBl Jpyrue IMOJIb30BATENU BUIENW, 4YTO Thl 3arpyxaemb? I[logymail, mpexae uyeM 4TO-TO
OITyOJIMKOBATh, HAIMCATH U 3aTPy3UTh;

4. Ecny Thl TOBOPHUILB C JIOABMH, KOTOPBIX HE 3HAaellb, HE MCIOJNb3YH CBOE peajbHOe UMS U
JIPYTYIO JIMYHYIO HHPOPMAIIUU: UMSI, MECTO KHUTEIHCTBA, MECTO YU€ObI U IIPOYEE;

5. N36eraii pasmemenust dotorpaduii B MHTEpHETE, T/Ie ThI M300pakeH Ha MECTHOCTH, IO
KOTOPOU MOXHO OIMPEACIUTh TBOE MECTOMOIOKECHHE;

6. Ilpu perucrpan B COLMANBHOM CETH HEOOXOJUMO HCIHOIb30BaTh CIOXKHBIE MapOJIH,
cocrosire u3 OyKB ¥ UQP U ¢ KOJTUIECTBOM 3HAKOB HE MEHEE §;

7. Jlns connanbHOM CETH, MOYTHI U JPYTUX CAMTOB HEOOXOIUMO HUCIOIB30BATh pa3HbIE MapOIIH.
Torna ecnu T€0s1 B3IIOMAIOT, TO 3JI0YMBIIIIEHHUKH MOTyYaT JOCTYI TOJIBKO K OJJHOMY MECTY, a HE BO
BCE Cpasy.

OIEKTPOHHBIE IEHBIH

ONEeKTPOHHBbIE JE€HBI'M - ATO OYEHb YAOOHBIM CHOCOO IaTeked, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JACHBIH.

ONEeKTPOHHbIE JEHbIU MOSBUINCh COBCEM HEAABHO M HMEHHO H3-3a 3TOrO0 BO MHOTHUX
rocyapcTBax J0 CUX IOp HE IPONMCAHO PO HUX B 3aKOHAX.

B Poccun e oHM QpYHKIIMOHUPYIOT M O HUX YK€ IPOMUCAHO B 3aKOHE, IJIe UX Pa3JAeisaioT Ha
HECKOJIbKO BHJIOB - aHOHMMHBIE M HE aHOHMMHBbIE. PazHuIla B TOM, 4TO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3pelaeTcsi MpOBOJIUTE orepaluu 0e3 uaeHTHU(HUKALMU T0JIb30BaTelNs, a B HEAHOHUMHBIX
UACHTU(UKALMS [TOJIB30BATENs ABIsETCA 0053aTENbHOM.

Taxxe cneayeT pas3inyaTh SJEKTPOHHbIE (HUATHBIE JEHbI'M (paBHBI TOCYIapCTBEHHBIM
BaJIOTaM) U AJIEKTPOHHBIE He(hraTHBIE IEHbIU (HE paBHBI TOCYJApPCTBEHHBIM BAJIOTaM).

OcCHOBHBIE COBETHI 110 6€30TaCHOM paboTe ¢ INEKTPOHHBIMU JIEHbIAMHU:

1. IlpuBsxu K cyery MOOWIBHBIA Tene@oH. DTO caMblif yIOOHBIH M OBICTPBHIH C€rOCOO
BOCCTAHOBUTH JIOCTYM K cueTy. [IpuBsizaHHbIi TenedOH MOMOKET, €Cu 3a0yellb CBOM TUIATEeKHBII
NapoJjib WM 3aiJI€IIb HA CAlUT ¢ HE3HAKOMOT'0 YCTPOICTBa;

2. Ucnionp3yii ogHOpa3oBbie maposn. [locie mepexoga Ha YCHIICHHYIO aBTOpHU3AINIo Tebe yke
He OyJIeT yrpoXkarh OIacCHOCTh KPaXKH WM MepexBaTta MIaTeKHOTo MapoJis;

3. Beibepu cnoxsbiii napoisb. [IpectynHukam OyaeT He IPOCTO yragaTh CIIOKHBIN Mapolib.
HanexHble maponu - 3TO Hapoiid, KOTOpBIE COAEp)KaT HE MEHee 8 3HAKOB W BKJIIOYAIOT B cels



CTPOYHBIC W MPOIMHCHBIC OYKBBI, ITU(PHI U HECKOJHLKO CHMBOJIOB, TaKHE KakK 3HAK jJojuiapa, QyHTa,
BOCKJIMIIATENbHBIN 3HaK U T.11. Hanpumep, $tROng!;;
4. He BBOIM CBOM JIMYHBIE JaHHBIE HA CalTaX, KOTOPHIM HE JOBEPSCIIIb.

DJIEKTpOHHAs 110YTa

ONEeKTpOHHAas NOYTa - 3TO TEXHOJOTHS M IPENOCTABIISIEMBbIE €10 YCIYIHM MO0 IEPECBUIKE U
MIOJIYYEHHUIO 3JIEKTPOHHBIX COOOIIECHUI, KOTOPbIE PacCHpeeaioTCsl B KOMIBbIOTEPHOH ceTH. OObIYHO
AJIEKTPOHHBIN MOYTOBBIA SIIIUK BBITJISIAUT CIEAYIOUIMM 00pa3oM: MMs_OJIb30BATEISI(@UMS_JIOMEHA.
Taxoke Kpome nepegadn IpocTOro TeKCTa, UMEETCs BO3MOXKHOCTD IepeaBarh (aiiibl.

OCHOBHBIE COBETHI 110 6€30TaCHOM padOTe ¢ ANEKTPOHHOU MOYTOM:

1. Hago BbIOpaTh NpaBWIIBHBIA IOYTOBBIM cepBHUC. B HMHTEpHETE €CTb OrpOMHBIM BBIOOD
OecrIaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIy4llle JOBEPSITh T€M, KOrO 3Haellb M KTO NEpBBIA B
pEUTHHrE;

2. He yka3piBali B JMYHOM mouTe JUYHYH HHpopmanutoo. Hampumep, iydimre BbIOpaTh
"My3bIKaIbHBIN_(haHaT@" nimu "pok2013" BMecTo "Temal3";

3. Wcnonb3yil ABYX3TAIIHYK0 aBTOPU3ALMI0. JTO KOTJIa TOMUMO HapoJisl HYy’KHO BBOJUTH KO/,
npucbuIaeMblil mo SMS;

4. BeiOepu CIIOXKHBIN Naposib. [ KaXa0ro Mo4ToBOro SIIMKa JOKEH OBITh CBOW HAJCKHBIH,
YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Eciu ectb BO3MOXXHOCTh HamucaTb CaMOMY CBOM JIMUHBIA BOIPOC, HMCHOJIB3YH 3Ty
BO3MO>KHOCTb;

6. Mcnonb3yii HECKOJIBKO NTOYTOBBIX SIIIMKOB. [IepBblil 7151 4aCTHOM NEPENUCKU C aipecaTaMH,
KOTOpPBIM Thl JOBEps€lIb. DTO 3JEKTPOHHBIM aApec HE HAaJ0 HUCIOJIb30BaTh MPU PErHUCTpAllUU Ha
dbopymax u caiitax;

7. He oTkpwIBaii ¢ailyibl U Ipyrue BIOKCHHS B IMHCbMAaX, JaK€ €CIIM OHH MPHUIILIA OT TBOHWX
npy3eit. Jlydie yTouHu y HUX, OTIPABIISUIM JIM OHU TeOe 3TH (aibl;

8. Ilocne okoH4YaHMsI pabOTHl Ha MOYTOBOM CEPBUCE MEpE] 3aKPhITUEM BKJIAJKU C CAalTOM He
3a0ynb HaxaTh Ha "BeiiTu".

KuGepOymiuHr nin BUPTyaIbHOE U3/1€BATEIHCTBO

KubepOynnuHr - mpecieoBaHue COOOIICHHSIMHU, COJEPKAIIMMU OCKOPOJIEHHUS, arpeccuio,
3alyTUBAaHKE;, XYIUTAHCTBO; COLMAIbHOE OONKOTHpPOBAHHE C TMOMOIIBIO PA3NMUYHBIX HWHTEPHET-
CEpPBHCOB.

OcHOBHBIE COBETHI IO 60pHOE C KUOEPOYIITUHIOM:

1. He Opocaiics B 00it. Jyumuii cioco6: mocoBeToBaThCA Kak ce0s BECTH U, €CIIU HET TOTO, K
KOMY MOKHO OOpaTHThCsI, TO BHaUaie yCIOKOUThCS. Eciiu Thl HaYHeIb OTBeYaTh OCKOPOJICHUAMU Ha
OCKOPOJIEHUS, TO TOJIBKO €I11e 0OJIbIIe Pa30XIKelb KOH(IJIUKT;

2. YnopaBnsii cBoel kubeppernyTaiuei;

3. AHOHUMHOCTb B ceTH MHUMas. CyIlleCTBYIOT CTIOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4. He cTouT BecTH XyJUTaHCKHUI 00pa3 BUpTyanbHOU ku3HU. IHTepHET pUKCUpyeT Bce TBOU
JEHCTBUS U COXpaHSIET UX. Y JANUTh UX OyJeT KpaiHe 3aTpyTHUTENHHO;

5. Co0Oto1aii CBOIO BUPTYIBHYIO Y€CTh CMOJIONY;

6. Urnopupyii eauHu4Hblii HeratuB. OJHOpPA30BbIE OCKOPOMTEIbHBIE COOOIEHUS JIyylle
urHopupoBaTh. OObIUHO arpeccus MpeKpalaeTcsl Ha Ha4yaJlbHOM CTaIuu;

7. ban arpeccopa. B mporpamMmMax oOMeHa MIHOBEHHBIMHU COOOIIEHUSMH, B COITUATBHBIX CETIX
€CTh BO3MOXKHOCTb OJIOKHPOBKH OTIIPABKU COOOIIEHUI C ONPEIEIIEHHBIX a/IpECOB;

8. Ecnu T cBUAeTens kubepOyuiara. TBOM NEHCTBUS: BBICTYIUTH MPOTHB MPECIIeOBATENS,
MOKa3aTh €My, YTO €ro JIEHCTBUS OIIEHMBAIOTCS HETaTUBHO, MOJJIEPKATh KEPTBY, KOTOPOU HYKHA
MICUXOJIOTHYECKasi TOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpecCUBHOIO IIOBEJICHUS B CETH.

MoOunpHbIi TenedoH
CoBpemenHble cMapT(HOHBI U TUTAHIIETHI COJIEPKaT B ceOe BIOIHE B3pOCIbIA (DyHKIMOHAT, U
TENepb OHM MOTYT KOHKYPHPOBaThb CO CTAllMOHApHBIMH KoMIIbloTepamMu. OJIHAKO, CPEICTB 3aLUTHI



111 OJJOOHBIX YCTPONCTB IIOKA O4€Hb Majio. TecTupoBaHKe U MOUCK YSI3BUMOCTEH B HUX MPOUCXOAUT
HE TaK HHTeHCUBHO, Kak s 1K, To e camoe kacaeTcss 1 MOOUIIBHBIX MTPUIIOKCHHH.

CoBpeMeHHbIE MOOWIIBHBIE Opay3epbl yK€ HPAaKTHUYECKH JOTHAIM HACTOJbHBIC aHAJIOTH,
OJTHAKO pacumMpeHre (yHKIMOHANAa BJIeYeT 3a COo00H OOJIBIIYI0 CIOKHOCTb W MEHBIIYIO
3aIUIICHHOCTD.

Jlaneko He BCE MNPOU3BOJAMTEIHM BBITYCKAIOT OOHOBJICHHUS, 3aKPBIBAIOLINE KPUTHYECKUE
YSI3BUMOCTH JIJISl CBOMX YCTPOMCTB.

OcHoBHBIE COBETHI JUIsl 0€30MacHOCTH MOOUIBHOTO TenedoHa:

Huyero He sBisieTcs mo-HacTosmeMy OecruiaTHBIM. Byas OCTOpokeH, Benb Korma Tebe
IIpeuIaratoT OeCIUIaTHbIA KOHTEHT, B HEM MOT'YT ObITh CKPBIThI KAKME-TO IUIATHBIE YCIIYTH;

Hymaii, nmpexnae uem otnpaButbh SMS, ¢oro wim Buaeo. Thl TOYHO 3HACUIb, T1I€ OHU OYIYyT B
KOHEYHOM utore?

Heo6xoa1Mo 0OHOBIATE ONEPAIMOHHYIO CUCTEMY TBOETO CMapT(OHA;

Hcnonb3yit aHTUBUPYCHBIE ITPOrpaMMBbI JIIsI MOOUJIBHBIX TeJE(OHOB;

He 3arpyxail npunoxeHHss OT HEM3BECTHOIO HCTOYHUKA, BEIAb OHU MOTYT COAEpXkaTb
BPEJIOHOCHOE MPOrpaMMHOE 00eCIIeUeHuE;

[Tocne TOoro Kak ThI BbIiJIENIb C caifTa, I/1€ BBOJWI JINYHYIO UHPOPMAIIHIO, 3aiI1 B HACTPOIKHU
Opaysepa u ynanu cookies;

[Tepuoaunuecku nmpoBepsii, KaKKUe IUIATHBIE YCIIYTU aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBoif HOMep MOOMJIBHOTO Tene(oHa TOJIBKO JIOASAM, KOTOPHIX Thl 3HACHIb U KOMY
JIOBEpsielllb;

Bluetooth nomxeHn ObITH BBIKJIIOYEH, KOTAAa Thl MM He Mojb3yeuibcs. He 3a0biBail MHOrIa
IIPOBEPSATH 3TO.

Online urpsr

CoBpeMEHHbIE  OHJIAWH-UTPBI - 3TO  KpPacoyHblE, 3axXBaTbhIBAlOIIME  Pa3BIICUCHMS,
OOBECTUHSIONINE COTHU THICAY YENOBEK MO BceMy MHUpPY. Wrpokw HUCCIeAyroT TaHHBIA UM MHP,
OOIIAIOTCS IPYT C JPYI'OM, BBINOJIHAIOT 33JaHUS, CPAXKAKOTCS C MOHCTPAMM M IOJIyYalOT ONBIT. 3a
YIOBOJIbCTBUE OHM IUIATAT: MOKYIMAKOT JUCK, OIJIAYUBAIOT A0OHEMEHT WJIM NPUOOpETaroT Kakue-TO
OIILIHH.

Bce st cpeacta uayt Ha mojasep:KaHue M pa3BUTHE UIPHI, a TaKKe Ha caMy O€30I1aCHOCTD:
COBEPILIECHCTBYIOTCSI CUCTEMbI aBTOPHU3AIMH, BBITYCKAIOTCS HOBbIE MaTuu (UM(POBBIE 3aIUIATKU JUIS
MIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B nogo6HBIX Urpax CTOMT OMacaThCsl HE CTOJIBKO CBOMX COINEPHUKOB, CKOJBKO KPakKh TBOETO
napoJisi, Ha KOTOPOM OCHOBAaHA CUCTEMa aBTOPU3AIMK OOJIIIMHCTBA UTD.

OCHOBHBIE COBETHI IO OE€30MACHOCTH TBOETO UTPOBOTO AKKAyHTA:

1. Ecau apyroit urpok Bezner ceds MIoX0 WM CO3/1aeT Tede HEMPUIATHOCTH, 3a0JIOKUPYH ero B
CIIMCKE UTPOKOB;

2. Tloxamyiics aqMUHHCTpAaTOpaM WIpPbl Ha IUIOXOE IMOBEACHHUE 3TOT0 UIPOKA, XKEJIATEIbHO
IIPWJIOKUTH KAKHE-TO 10KA3aTEIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii 1MuHyI0 HHGOpPMAUIO B Ipodaiiie urpsbl;

4. YBaxkall Ipyrux y4acTHHUKOB II0 UIDE;

5. He ycTanaBnuBaii Heo(umaabHpIe TATYH U MOJIBI,

6. Mcnionp3yil ClI0KHBIE U pa3HbIe ApOJIH;

7. Jaxe BO BpeMs UIPbI HE CTOMT OTKJIFOYaTh aHTUBHpYC. [Ioka ThI Urpaeiib, TBOW KOMIIBIOTED
MOTYT 3apa3HTh.

OUIIMHT WK Kpaska JTUYHBIX JaHHBIX

OObI4HOM Kpaxel JIeHer W JOKYMEHTOB CETOJHS YK€ HHUKOTO HE YIUBHIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUN 3JI0YMBIIUIEHHUKH TEPEMECTUIIUCH B UHTEPHET, U MPOAOKAIOT 3aHUMATHCS
"1r00UMBIM" J1ETTOM.

Tak mnosiBWIach HOBasi yrpo3a: HHTEpHET-MOILIEHHHYECTBAa WJIM (UIIMHT, TJaBHas IeJb
KOTOPOT'O COCTOMT B MOJY4YE€HUH KOH(UICHIMAIBHBIX JTaHHBIX MOJIb30BATENIEH - JIOTMHOB U MapoJIei.
Ha anrnwmiickom si3pike phishing unraercs xak ¢umunr (ot fishing - priOHas nosins, password -
1apoJib).



OCHOBHBIE COBETHI 110 OOPHOE C PUIITMHTOM:

1. Criequ 3a cBOoMM akkayHTOM. Eciu Thl moo3peBaenib, 4YTo TBOSI aHKETa ObUIa B3JIOMaHa, TO
HEO00X0MMO 3a0JIOKHPOBATH €€ U COOOIINTH aIMUHUCTPATOPaM pecypca 00 ITOM Kak MOKHO CKOpee;

2. Ucnonp3yii Ge3omacHbie BeO-CaliThl, B TOM 4YHCIE, MHTEPHET-Mara3uHOB U IOUCKOBBIX
CHUCTEM,;

3. Hcnonw3yii ciiokHbIe W pa3Hble mapoid. Takum oOpa3om, ecinu TeOs B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKY MOJIYyYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY NMPOQIIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebst B3noManu, TO HEOOXOOUMO MpPENyNpeAuTbh BCEX CBOUX 3HAKOMBIX, KOTOpBIE
nobaBieHbl y TeOs B ApPY3bsX, O TOM, YTO TeOS B3JIIOMAIM M, BO3MOXHO, OT TBOErO MMEHHU OyjaeT
paccbuIaThCs CliaM U CChUIKU Ha (PUILIMHTOBBIE CAlTHhI,

5. Ycranosu HaznexHbli naposs (PIN) Ha MOOHIBHBIN TenedoH;

6. OTKIII0YM coXpaHEHHe MapoJsi B Opaysepe;

7. He otkpsiBaii (hailbl U Apyrue BIOKEHUS B MUChbMAax, AaXKE €CJIM OHU MPHUILIA OT TBOMX
npy3ei. Jlydie yrouHu y HUX, OTIPABIISUIN JIM OHU TeOe 3TH (haiiibl.

[udposas penyrauus

[Mu¢posast pemyramus - 3TO HEraTUBHAs WIM NO3UTHBHas HMHpoOpMauus B ceTH O Tebe.
Komnpomerupyromas uHopmaius, pa3MelleHHas B MHTEPHETE, MOXET CEephe3HbIM 00pazoM
OTpa3uThCs Ha TBOEM peanbHOM *u3HU. "LludpoBas pemyramus" - 3TO TBOH HMMHUIK, KOTOPBIH
dbopmupyercst u3 uHhpopMauu o Tede B UHTEPHETE.

TBoe MecTo KHUTEIbCTBA, Y4eObl, TBOE (PMHAHCOBOE IMOJIOKEHHE, OCOOCHHOCTH XapakTepa H
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue MOAPOCTKU JIETKOMBICICHHO OTHOCATCS K MyONMKAaluu JMYHOH HHPOpPMAluH B
WHuTepHere, He MOHMMAas BO3MOXKHBIX ITOCHeACTBUM. Thl Jaxke HE CMOXKELIb JOTafaTrbcs O TOM, YTO
¢dororpadus, pazMerieHHas 5 et Ha3aj, cTajla IPUIMHON 0TKa3a MPUHATH Te0s Ha padoTy.

KommeHnTapuu, pasmeiienue TBoux Qortorpaduil U apyrue IeHCTBUS MOTYT HE HUCYE3HYTb
Jla)ke TI0CJIe TOTO, KaK Thl MX yJalullb. Thl HE 3HAElIb, KTO COXPAHWJ 3Ty MH(OpMaLKI0, Nonaja Ju
OHa B IOMCKOBBIE CUCTEMbI U COXPAaHWJIACh JIU OHA, a IJIABHOE: YTO MOAYMAIOT O Tebe OKpYyKarolue
JIIOAM, KOTOpPBIE HAWAYT W YBUAAT 3T0. HaliT nH(MOpMAIIIO MHOTO JIET CITyCTSI CMOJKET JIF000M - Kak
U3 J00pBIX MOOYKIEHUMH, TaK U C HAMEPEHUEM IPUYMHUTB BpeJl. DTO MOXKET OBITh KTO YTOJHO.

OcCHOBHBIE COBETHI 110 3alIUTE HU(PPOBON pemyTauu:

1. Ilogymaii, mpexzae uyeM 4YTO-TO NyOJMKOBaTh M IepefaBarh y cebs B Ojore WiM B
COITMAJIbHOM CETH,

2. B Hacrpoiikax mpo¢uis yCTaHOBHM OrpaHMUYEHHs] Ha MPOCMOTP TBOEro MpoQMis U €ro
COJZIEP’)KUMOT0, CIIeJIall €ro TOJIbKO "uIst Ipy3en';

3. He pa3meniaii 1 He yka3bIBail MH(POPMALUIO, KOTOPas MOXKET KOT0-IMO0 OCKOPOIATh MU
o0nXKarhb.

ABTOpCKOE IIPaBO

CoBpeMeHHbIE IIKOJBHUKHA - aKTHBHBIE MOJb30BaTeNU IU(poBoro mpocrpaHcTsa. OnHaKo
JlaJIeKO HE BCE 3HAIOT, YTO IOJIb30BAaHHME MHOTMMH BO3MOYKHOCTSIMHM LU(POBOro Mupa Tpedyer
COOJIFO/ICHUS ITPAB HA MHTEJIEKTYAJIbHYIO COOCTBEHHOCTb.

TepMuH "MHTEJUIEKTyalbHass COOCTBEHHOCTh" OTHOCUTCS K Pa3jIMYHBIM  TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HauWHas ¢ HOBBIX M300peTeHMH M 3HAKOB, 0003HAUYAIOMIMX COOCTBEHHOCTHh Ha
MPOJAYKTHl U YCIYTH, W 3aKaH4YMBas KHUTaMH, (pororpa@usmMu, KUHOQWIBMAMH U MY3bIKAJIbHBIMU
IIPOU3BEICHUSMM.

ABTOpCKHE IpaBa - 3TO NpaBa Ha MHTEJUIEKTYaIbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS HAyKH,
JUTEpaTyppl M HCKycCTBAa. ABTOPCKHME IIpaBa BBICTYNAIOT B KadyeCTBE TapaHTUU TOro, 4YTO
MHTEJJIEKTYaJIbHBIM/TBOPUECKUI TpyJ aBTOpa He OyneT HanpacHbIM, JacT €My CHpaBeINBbIC
BO3MOKHOCTH 3apaboTaTh Ha pe3yJbTaTax CBOETo TPyZa, MOJYyYUTh U3BECTHOCTh U Mpu3HaHue. HUKTo
0e3 pa3pelieHusl aBTopa He MOXKET BOCHPOU3BOAUTH €0 NMPOU3BEACHHE, PACIIPOCTPAHSITH, MyOIUYHO
JI€MOHCTPHPOBATh, IpOJaBaTh, HMIOPTHPOBATH, IyCKaTh B MPOKAT, MYOJWYHO HCHOIHAITS,
MMOKa3bIBaTh/UCHIONHATH B 3(pupe miu pazmemars B UHTepHeTe.



Hcnonp3oBanne '"mupaTcKOro'" MPOrpaMMHOTO OOECTICUeHHs] MOXKET TMPUBECTH K MHOTUM
pHUCKaM: OT MOTEPH JaHHBIX K TBOUM aKKayHTaM 710 OJIOKMPOBKHU TBOETO YCTPOUCTBA, I'/Ie YCTAaHOBJICHA
HeseranbHasi nmporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYILIECTBYIOT JIeTalbHbIE U OecIuiaTHbIC
IIPOTrpaMMBbI, KOTOPBIE MOYKHO HAalTH B CETH.

O noprane

CeteBUYOK.p( - TBOW IITaBHBIA COBETUUK B CETH. 37I€Ch Thl MOXKEIIb y3HATh O O€30MACHOCTH B
CCTU MOHATHBIM U NOCTYIIHBIM SA3BIKOM, a TP BOBHUKHOBCHUU KpI/ITI/I‘ICCKOI\/JI CUTyallun O6paTI/ITBC$I 3a
COBETOM. A TaKXe MPHUHATH y4acTHUE B KOHKYPCAX U CTaTh CAMbIM ITU(PPOBBIM TPasKIaHUHOM !



[Tpunoxenne Ne 3 k nmpukaszy
VYnpasieHnus: 00pa3oBaHUs
AJIMUHUCTpAILMKU TOpoaa
VYcrp-UnmMcka

oT «19» 11.2018r. Ne 691

[TamsTka 11 poauTteneld 00 MHPOPMAIIMOHHON 0€30MaCHOCTH JIeTel

Onpenenenne TepMruHa "uHdOpMaImoHHas 0€30MacHOCTh JeTei" copepxkutcs B denepaibHOM
3akoHe N 436-®3 "O 3ammure nereid oT HMH(POpPMAIUK, NPUUMHSIOMEH Bped UX 3J0pPOBBIO U
pasBUTHIO", PETYIMPYIOIIMM OTHOILEHMs, CBsS3aHHbIE C 3alIUTOM JAeredl oT wuHdoOpMaIuH,
NPUYUHSIONIEH Bpe UX 3J0pOBbI0 U (WK) pa3BuTHio. CorinacHo JaHHOMY 3aKOHY "HH(pOpPMalMOHHAS
0€3011acHOCTb JeTel" - 3TO COCTOSHUE 3AILUIIEHHOCTH, P KOTOPOM OTCYTCTBYET PUCK, CBSI3aHHBIH C
NpUYMHEHHEM HH(OpMAaIHel Bpesa uX 3J0POBbI0 U (MJH) (PU3NIECKOMY, ICHXHYECKOMY, TyXOBHOMY,
HPAaBCTBEHHOMY Pa3BUTHIO.

B cuny ®enepanbroro 3akona N 436-®3 uHbpopmaueil, NpUUUHSIOMEH Bpe 370POBBIO H
(W1K) pa3BUTHIO JACTCH, SIBISCTCS:

1. madopManus, 3anpeneHHas I pacpOCTPAHECHUS CPEIU JICTEH;

2. uHdopmaius, pacHpoCTpaHEHHWE KOTOPOW OrpAaHMYEHO CpeAM JeTe OIpeleNeHHbIX
BO3PACTHBIX KaTErOpUil.

3. K undopmarun, 3arnpeieHHo Juist pacripoCTpaHeHUsl CPeu 1eTel, OTHOCUTCS:

4. napopmanus, NoOyKIaroas JeTeld K COBEPIICHUIO ICHCTBHIA, IPEACTABISIIOIINX YTPO3y HX
KHU3HU U (UJIM) 3[J0POBBIO, B T.4. IPUYMHEHUIO BPEa CBOEMY 3/10pOBbIO, CAMOYOUNCTBY;

5. cnocoOHOCTh BBI3BATH Y JIETEH JKENaHWE YHNOTPEOUTh HAPKOTHUECKUE CPE/ICTBA,
IICUXOTPOIIHbIE M (WIM) OAYpMaHHUBAIOIME BEIIECTBA, TaOauyHble U3JENUs, AJIKOIOJIBHYIO U
CIUPTOCOJEPIKAILYIO MPOIYKIHUIO, [MMBO W HAIUTKU, W3TOTABIMBAEMbIE Ha €r0 OCHOBE; INPUHATh
ydyacThe B  a3apTHBIX  UIpax, 3aHMMaTbCsl  MPOCTUTYLMEH,  OpOASKHHUYECTBOM WU
MONPOIIAaHHUYECTBOM;

6. 000CHOBBIBAIOIIAsl WIIM OMPABABIBAIOIIAS JOYCTUMOCTh HACUIMS U (MITH) )KECTOKOCTH JIHOO
oOYy>K1aro1asi OCYILECTBIATh HACUJIbCTBEHHBIE IEMCTBUS 110 OTHOILIEHUIO K JIFOJSIM U JKUBOTHBIM;

7. oTpuuarolias ceMeiHble IEHHOCTH U (opMupyromas HeyBaXEHHE K POAMUTENSIM M (WIIN)
JIPYTUM YJIEHAM CEMbH;

8. olpaBABIBAIOLIAs IPOTUBOIIPABHOE ITOBECHHUE;

9. coneprkaiiasi HELIEH3YPHYIO OpaHb;

10. coneprxkarast HHGOPMAIUIO MOPHOrpahUUECKOro XapakTepa.

K wundpopmamumn, pacrnpocTpaHeHHE KOTOPOH OrpaHMYEHO Cpeau JEeTed OIpeleIeHHOro
BO3pacTa, OTHOCUTCS:

1. uHdopmanus, mnpexacraBisiemMas B BHJE H300paKeHUS WIM ONUCAHMS >KECTOKOCTH,
¢u3znyeckoro M (MiaM) MCUXWYECKOTO HACHUIIMS, IMPECTYIUIEHHWS WM HMHOTO AaHTHUOOIIECTBEHHOTO
JICHCTBHUS,

2. BbI3BIBAIOLIAs y JETEM cTpaX, yKac WIM MaHUKYy, B T.4. MNPEACTaBlIsAieMas B BHJE
M300paKeHUs] WM ONUCAHMS B YHIIKAIOLIEH deloBeuecKkoe JOCTOMHCTBO (hopMe HEHACUIIbCTBEHHOMN
cMepTH, 3a00JieBaHMsI, caMOYOMICTBA, HECYACTHOTO CIy4as, aBapHH HJIM KatacTpodbl M (MIIHM) HUX
MOCJICJICTBUH;

3. mpexacraBisieMas B BHJAE H300paKeHHS WM ONUCAHUS IOJIOBBIX OTHOLIEHUN MEeXay
MY>KYMHOU U KEHIIUHOW;

4. comeprxaiasi OpaHHBIE CII0BA U BBIPAXKEHUSI, HE OTHOCSIINECS K HELEH3YpHOU OpaHH.

C yuerom storo Bam mpemnararorcss mpaBuia paboTel B ceTh MHTEpHET I pa3IMuHBIX
BO3PDACTHBIX KaTEropuil, coOJIOIEHHE KOTOpPhIX TO3BOJUT oOecrneynTh HHGOPMAIMOHHYIO
0€30MaCHOCTb BaIIMX JIETEH.



OO0mue mpaBwiIa sl pOAUTENICH

1. HezaBucumo ot Bo3pacta pebeHKa HCIONIb3yiTe IporpaMMHOe oOeciedeHre, MoMOoTaromiee
GbuIbTpOBaTH M KOHTPOJIUPOBATH WMH(GOpPMAlMIO, HO HE MojaraTech MOJHOCTHIO Ha Hero. Baie
BHHUMaHUE K pPeOCHKY - TJIABHBIN METO/I 3aIlUTHI.

2. Ecim Bamr pebGeHOK MMeeT akKayHT Ha OJHOM M3 coluanbHbIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.1.), BHUMATENbHO H3YYUTE, KaKyl0 HH(POPMALHUIO MOMEUIAI0T €ro
YYaCTHUKH B CBOMX Mpomisix U 6yorax, BKiarovas ¢potorpaduu U BUIEO.

3. IlpoBepbTe, ¢ KAKUMH JPYTUMHU CaliTaMH CBsi3aH COIMANIbHBIA cepBUC Baiero peOeHka.
Crpannukn Bamero pebGenka MOryTr ObITh O€30MACHBIMH, HO MOTYT M COJEP)KaThb CCHUIKM Ha
He)KeJlaTeJIbHBIE U OMAacHbIe CalThl (HallpuMep, MOPHOCANUT, WM CalT, HA KOTOPOM JIPYT YIOMHHAET
HOMEp coToBOro Tenedona Bamero pedenka nian Bam qomarauii agpec)

4. Tloompsitite Bamux gereil cooOmarb 000 BCEM CTPAaHHOM WM OTTAJIKHMBAIOIIEM W HE
CIIMIIKOM OCTPO pearupyiTe, Korja OHM 3TO JENal0T (M3-3a OMACeHHUs MOTepsTh A0CcTyn K HTepHeTy
JIETH HE TOBOPAT POJIUTENSAM O MpoljemMax, a TakKe MOTYT HauaTh UCIIONIb30BaTh MIHTepHET BHE [OoMa
Y TIKOJIBI).

5. bynpre B Kypce cereBoil xu3HM Bamero pedenka. MHTepecyiiTech, KTO HX Jpy3bsi B
WHTepHeT Tak ke, Kak HHTePECYETeCh peaTbHBIMU APY3bIMHU.

Bospact ot 7 1o 8 net

B HMHurepHere pebGeHOK crapaeTcsi MOCETUTh T€ WM HHbIE CAlThl, a BO3MOXXHO M YaThl,
paspelieHre Ha IOCEUICHHE KOTOPBIX OH HE MOXydmi Obl oT poxuteneil. Ilostomy pomutensm
0COOEHHO TOJIE3HbI OYIYT T€ OTYEThl, KOTOPhIE MPEAOCTABIAIOTCS MPOrpaMMaMU MO OrpPaHUYEHHIO
ucnosb3oBanus MutepHera, T.e. PoauTenbckuil KOHTPOJIb WM TO, YTO Bbl CMOXETE YBHUJIETh BO
BpeMEHHBIX (aiinax. B pesynprare, y peOeHka He OyJeT OLIyLIEeHHs, YTO 3a HUM BEIETCS IOCTOSHHBIN
KOHTPOJIb, OAHAKO, POAUTEIN OYyAyT HO-IIPEKHEMY 3HaTh, KAKME CAMTHI OCEIIAET uX pedeHok. Jletu B
JAHHOM BO3pacTe 00JalaloT CHWIBHBIM YYBCTBOM CEMbH, OHU JIOBEPUMBBI M HE COMHEBAIOTCS B
aBroputeTax. OHHU JIOOSAT UIpaTh B CETEBbIE UIPhl M IyTEUIECTBOBATh MO MHTEpHETY, UCHOIB3YS
JIEKTPOHHYIO [IOUTY, 3aXOJAUTh HA CAUTHI U YaThl, HE PEKOMEHI0BaHHBIE POAUTEIISIMHU.

Cogersl 110 Oe30macHoCTH B cetrt IHTEepHET Juts fieTeit 7 - § et

1. CozpaiiTe CHMCOK IOMAIIHUX IpaBWi MoceleHus VHTepHera mpu ydacTuum AETed U
TpeOyWTe €ro BHIMOTHEHUS.

2. TpeOyiite or Bamero peGeHka coOOMIOJEHUS BPEMEHHBIX HOPM HaxXOXJIEHHUS 3a
koMibroTepoM. [lokaxkute pedenky, uto Brl HaOm0qaeTe 3a HUM He oToMy uto Bam 3T0 Xouercs, a
notomy uTo Bel GecriokonTech 0 ero 6€30MacHOCTH U BCEr/la FTOTOBBI €My TTOMOYb.

3. KommproTep ¢ moakirodeHueM K MHTEpHETY JOMKEH HaXOIUThCA B OOIIEH KOMHATE O]
IIPUCMOTPOM POAUTENEN.

4. Vcnonp3yiiTe crienuaibHbIe IETCKHUE TTOMCKOBBIE MAIIIUHBI.

5. Hcnonw3yiite cpenctBa OJIOKHPOBAHUS HEXKENATEIbHOIO KOHTEHTAa KakK JOMOJIHEHHE K
CTaHapTHOMY PouTenbckoMy KOHTPOIIIO.

6. CoznaiiTe ceMeHbIi 3JeKTPOHHBIN SAIUK, YTOObI HE MO3BOJIUTh JETSIM UMETh COOCTBEHHBIE
azpeca.

7. bnokupyiTe nocTynm K calTaM C O€CIUIATHBIMU IOYTOBBIMH SIIMKAMH C MOMOIIBIO
COOTBETCTBYIOIIErO IPOrpPaMMHOT0 0OecTieyeHusl.

8. [Ipuyunte nere coBeroBathesi ¢ Bamu nepen onyOiMkoBaHHEeM Kakoil-mu6o nHdopmaimu
CpEICTBaMU 3JIEKTPOHHOM MOYTHI, YaTOB, PETUCTPALIMOHHBIX (OPM U MPOPHIIEH.

9. Hayuute neteii He 3arpy»xath ¢aiiiipl, IporpaMMbl WIM MY3bIKY 0€3 Balllero COrflacHsl.

10. He pa3permaiite qeTsSM UCIIOIB30BATh CIY>KObI MTHOBEHHOT'O 0OMEHA COOOIICHUSIMHU.

11. B "Genplii" CHMCOK CAaWTOB, pa3pelIeHHBIX AJIS MOCELICHHS, BHOCHUTE TOJBKO CAWUTHI C
XOpOILIEH pernyTarnuei.

12. He 3a0b1BaiiTe GecenoBath ¢ 1eTbMH 00 UX py3bsax B VIHTepHeTe, Kak eciiu Obl pedb 1uIa O
IpY3bsX B peagbHON XKU3HU.

13. He nenaiite "taby" U3 BOIPOCOB MOJIOBOW KU3HU, TaK Kak B MIHTEpHETE 1eTH MOTYT JIETKO
HATKHYTbCSI Ha TOPHOTPaUIO WK CalUThI "IJ1s1 B3pOCIBIX .



14. Tlpuyunte Bamero pedbenka coo0marh BaM O JIIOOBIX yrpo3ax WU TPEBOTAX, CBI3AHHBIX C
NuTteprerom. OcraBaiiTeCch CHOKOWHBIMU M HAIIOMHHUTE JIETSM, YTO OHU B OE30MACHOCTH, €CJIM CaMU
pacckazajgy BaM O CBOMX TpeBorax. [loxBaiuTe WX M MOCOBETYWTE IMOJOWTH €Ile pa3 B MOJOOHBIX
Clly4dasx.

Bospact nereit ot 9 1o 12 ner

B nmanHOoM BoO3pacTe AeTH, KaK MPaBUJIO, YK€ HaCJBIIIAaHBl O TOM, Kakas HH(OpMarus
cyumectByeT B HHTepHere. CoBeplIEHHO HOpPMalbHO, YTO OHHU XOTAT 3TO YBHUJETh, IPOYECTb,
ycaplmaTte. [Ipy 3TOM HY)KHO MOMHUTB, YTO JOCTYIl K HEXKEJIATEJbHBIM MaTepHallaM MOYHO JIETKO
3a0JI0KHPOBATh MPU OMOIIH CpeicTB PoauTebcKoro KOHTPOJIs.

Cogetsl o Oe3omacHOCTH A8 1eTeid ot 9 1o 12 net

1. Co3paiiTe CIMCOK JOMAIIIHUX MTPaBUJI NOCeIIeHNs IHTepHeT Npu ydacTuu JeTed u TpedyiiTe
€r0 BBIIIOJIHEHHUS.

2. Tpebyiite oT Bamiero pebenka coO01IeHUss HOPM HaXO0XIACHHUS 32 KOMITBIOTEPOM.

3. HaGnromaiite 3a pebOeHKOM Tpu paboTe 3a KOMITBIOTEPOM, MOKKUTE €My, 49To Bbl
OecroKkouTech 0 ero 0€30MacHOCTU U BCETJja TOTOBBI OKa3aTh €MY IOMOIILIb.

4. KomnbploTep ¢ MOAKIIOYEHHEM B VIHTEpHET NOJKEH HaXOAMUThbCs B OOIIEM KOMHATe oA
MIPUCMOTPOM POAUTENEH.

5. Ucnonw3yiiTe cpencrtBa OJMOKUPOBAHHUS HEXKEIATETLHOTO KOHTEHTA KakK JOMOJHEHUE K
cTaHIapTHOMY PoauTensckoMy KOHTPOJIIO.

6. He 3a0biBaiiTe MpUHUMATh HEMOCPEICTBEHHOE ydacTHE B KH3HH peOeHka, OecenoBaTh ¢
neTbMH 00 UX Apy3bsix B UHTepHeTe.

7. HacrauBaiiTe, 4ToObl JE€TH HUKOTJAa HE COIIAILIAJIMCh Ha JIMYHBIE BCTPEUM C JAPY3bSIMHU IO
HNurepnery.

8. Ilo3BouysAliTE NETSIM 3aXOIUTh TOJIKO Ha CAThl M3 "Oenoro" cmucka, KOTOPBIA co3maiite
BMECTE C HUMH.

9. IlpuyuuTe nerteil HUKOrJa HE BbLAABATh JIMUYHYIO MH(OPMALIUIO CPEICTBAMH AJIEKTPOHHOU
MOYTHI, YaTOB, CHCTEM MI'HOBEHHOTO OOMEHa COOOIICHHUSMH, PETUCTPALMOHHBIX (POPM, IUUYHBIX
npoduiIel u Mpyu perucTpanuy Ha KOHKYpChl B IHTEpHETE.

10. Ilpuyuure nereit He 3arpyxarthb nporpammsl 6e3 Bariero pasperienns. OObsCHUTE UM, YTO
OHM MOTYT CIIy4aiiHO 3arpy3UTh BUPYCHI WJIM APYTrO€ HEXKeENaTeIbHOE IPOrpaMMHOE 0OecTieueHHE.

11. Coznaiite Bamemy peOeHKy orpaHHYEHHYIO YUETHYIO 3alUCh 751 paboThl HA KOMIIBIOTEPE.

12. IIpuyuure Bamero peGenka cooOuiaTh BaM 0 JIO0BIX yrpo3ax WM TPEBOraX, CBSI3aHHBIX C
WnutepHerom. HamomHuTe AeTsM, 4TO OHM B O€30MACHOCTH, €CIIM CaMH pPaccKa3ald BaM O CBOMX
TpeBOrax U OMACEHHUSX.

13. Pacckaxxute netsmM o nopHorpaduu B IHTEpHETE.

14. HacrauBaiiTe Ha TOM, YTOOBI JETH MPEIOCTABISUIM BaM JOCTYI K CBOEWU 3JIEKTPOHHOMN
1oyTe, 4YTOOBI BBl YOEMIINCH, YTO OHU HE OOIIAIOTCS ¢ HE3HAKOMIIaMHU.

15. OOBsicHuTE N€TSAM, YTO HENb3s UCIOJIb30BaTh CETh JJI XYJIMTaHCTBA, PAaCIpOCTPAHEHUS
CIUIETEH WIH yIpo3.

Bospacr gereit ot 13 no 17 ner

B sToM BO3pacTe MNOAPOCTKHM AKTUBHO HCHOJB3YIOT TMOWCKOBBIE MAIIWHBI, MOJIb3YIOTCS
JIEKTPOHHOW TOYTOM, ClIy’)k0aMH MI'HOBEHHOTO OOMEHa COOOIICHHSMH, CKAaUMBAIOT MY3bIKY H
¢unabmMbl. ManpuukaMm B 3TOM BO3pacTe OoJiblle IO HpaBy CMETaTh BCE OTPAHUYEHUS, OHM HKAKIYT
rpy0oro roMopa, a3zapTHBIX MIp, KapTHUHOK "/Uis B3pocibiX'". J[eBOUKM MpeanoYMTaroT OOIIAaThCS B
yarax, py 3TOM OHHU ropas3fo 0ojee YyBCTBUTEIbHBI K CEKCYaIbHBIM JloMOraTenbcTBaM B HTepHeTe.

3ayacTyro B JaHHOM BO3pPacTe POJIUTENSIM YK€ BECbMA CII0KHO KOHTPOJIMPOBATh CBOMX JIETEH,
Tak Kak 00 MHTepHeTe OHM yXe 3HAI0T 3HAUYUTEIbHO OOJblle CBOMX poauTeneld. Tem He MeHee, HE
oTmyckaite gereil B "cBoOonHoe muaBanue" mo MurepHery. CrapaliTech aKTUBHO Y4acTBOBAThH B
obmenuu pedberka B UHTepHeTe.

BaxHo mo-npexxHemy ctporo cobmonarh npaBuia MHTepHET-0€30MacHOCTH - COTJIAIIeHUe
MEXIY POAUTEN MU U IeTbMHU. KpoMe Toro, He06X0AUMO KaK MOKHO 4allle MPOCMaTpuBaTh OTUETHI O
nestenbHOCTH Aeteil B MHTepHere. Cnenyer oOpaTuTh BHUMaHUE HAa HEOOXOIUMOCThH COAEPIKaHUS



POIMTENBCKUX Tapojieit (mapojieli aIMUHICTPATOPOB) B CTPOTOM CEKpETe M OOpaTUTh BHUMAHHE Ha
CTPOroCTh 3TUX NAPOJIEH.

CoBeTbl 110 0€30MMacHOCTH B 3TOM Bo3pacTe ot 13 mo 17 ner

1. Co3paiiTe CIIMCOK JOMAIIHMX IpaBWJI MOCElleHNs MHTepHeTa npu ydyacTHUH IOJPOCTKOB U
TpeOyiiTe 0e3yclIOBHOTO €ro BhIOJHEHHs. OOroBopute ¢ peOEHKOM CIHCOK 3alpellieHHbIX CaiToB
("uepnbIil crincok"), yacel paboTel B MHTEpHETE, pyKOBOJACTBO IO oOmmeHuto B MHTEpHETE (B TOM
YHCJIC B YaTax).

2. Kommbrotep ¢ HoAKII0OueHHeM K ceTd IHTepHeT JoKeH HaXOAUTHCS B 00IIEH KOMHATE.

3. He 3a0b1Baiite OGecenoBath ¢ neTbMH 00 HX Jpy3bsix B IHTepHETE, O TOM, Y€M OHH 3aHSTHI
TakuM o0pa3zoM, OyATO pedb UIET O JIPY3bsiX B peanbHOM ku3HU. CrpalimBaiTe o JII0JIAX, ¢ KOTOPbIMU
JeTH OOIIAIOTCS MOCPEICTBOM CIYKO MTHOBEHHOTO OOMEHa COOOIICHUSMH, YTOOBI yOEAUTHCS, YTO
9TH JIIOU UM 3HAKOMBI.

4. HUcnonp3yiiTe cpeacTBa OJOKMPOBAHHUS HEKENATEIBHOIO KOHTEHTA KaK JIOMOJHEHHE K
CTaHIapTHOMY POIuTENECKOMY KOHTPOIIIO.

5. HeoOxoaumo 3HaTh, KAKUMHU YaTaMu Mousb3ytoTcst Bamm geru. [loompsiite ucnons3oBanue
MOJIEpUPYEMBIX YaTOB M HACTaWBaiTe, YTOOBI I€TH HE OOIIAINCH B IPUBATHOM PEKUME.

6. HacrauBaiiTe Ha TOM, YTOOBI J€TH HUKOIJIAa HE BCTPEYAJUCHh JIMYHO C JIPY3bSIMU U3 CETU
Hutepner.

7. Ilpuyuute neteil He BbLAABATh CBOIO JMYHYIO HMH(OPMALMIO CPEACTBAMU 3JIEKTPOHHOU
MIOYTHI, YaTOB, CUCTEM MIHOBEHHOTO OOMEHa COOOILEHHSIMM, PErMCTPALMOHHBIX (OpM, JHUYHBIX
npoduiIel u Mpyu perucTpanuy Ha KOHKYpChl B IHTEpHETE.

8. [Ipuyuute nerei He 3arpykaTh mporpammsl 0e3 Bamero paspemenus. OObsICHUTE UM, UTO
OHU MOTYT CJIy4yailHO 3arpy3UTh BUPYChI UJIU APYTO€ HEXEJIaTeIbHOE IPOrpaMMHOE 00€eCIICUEHHE.

9. Ilpuyuurte Bamero pebenka cooduars BaM 0 JIFOOBIX YTpo3ax MM TPEBOTaX, CBA3aHHBIX C
Wutepnerom. HamoMmHuTEe nETsIM, 4TO OHM B OE€30MMACHOCTH, €CIM CaMHU PACCKa3ald BaM, O CBOMX
yrpo3ax wiu tpeBorax. [loxBaiuTe Ux U HOCOBETYHTE OJOUTH €lle pa3 B OJ0OHBIX CIydasX.

10. Pacckaxxute nersim o nopHorpaduu B MuTepHere. [loMorute UM 3alIMTUTBCS OT cliama.
Hayunte mnoapoctkoB He BblAaBaThb B VIHTEpHETE CBOEr0 peanbHOrO UIEKTPOHHOIO ajpeca, He
OTBEYATh Ha HEXKEJATEIbHBIE MMChMa U UCTIOIB30BaTh CIICIUALHBIC TIOYTOBBIC (PHITBTPHI.

11. [IpuyunTe cedst 3HAKOMUTHCS ¢ caliTaMi, KOTOPBIE TOCELIAI0T MOIPOCTKH.

12. Hayuurte nereil yBaxaTb OpyrMX B MHTEpHETe. YOeaUTeCh, UTO OHU 3HAIOT O TOM, YTO
IIpaBWJIa XOPOLLIETO MOBEAEHUS NEHCTBYIOT BE3JE - Ja)KE€ B BUPTYaIbHOM MUPE.

13. OOBsicHUTE NETAM, YTO HU B KOEM Cllydyae Hellb3sl MCHoJb30BaTh CeTh I XYJIUTaHCTBA,
pacnpoCTpaHEHUS CIUIETEH WX YIpO3 APYTUM JIFOISM.

14. O6cyaute ¢ MOAPOCTKAMU MPOOJIEMBI CETEBBIX a3apTHBIX MIP M UX BO3MOKHBIM pHCK.
Hanomuurte, 4TO 1€TH HE MOTYT UIPaTh B 3TU UTPBI COIVIACHO 3aKOHY.

[TocTossHHO KOHTpoJMpyHTe ucnoiab30BaHue HMHTepHera Bamwmm pebenkom! 310 He
HapylLIeHHE €ro JIMYHOIO IIPOCTPAaHCTBA, a MEpa NPEJOCTOPOXKHOCTH M MposBieHuEe Baiuei
POJIUTENBCKOW OTBETCTBEHHOCTH U 3a00THI.



